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Tenecom Email Sweep (TES)
MessagelLabs Email Anti-Spam v4

TES and MessagelL.abs Anti-Spam v4 - Summary

TES & MessagelLabs Email Anti-Spam, dramatically reduces the amount of unsolicited
messages reaching your organization. It eliminates the loss of employee productivity
associated with reading and deleting spam and substantially reduces the technical costs
associated with these unsolicited emails.

Messaging Security

For any organization, managing and securing electronic communications is vital. New
threats can significantly impact business continuity and employee productivity. Threats
from the Internet are converging, not only within email but across the web and instant
messaging. Malware authors combine the ‘one-two punch’ of viruses followed by spam
to break down an organization’s defenses. They adopt increasingly sophisticated
techniques to capitalize on organizations’ weaknesses, while using spam to propagate
fraudulent content and steal personal information. Attacks masquerade as genuine email
addresses and web links, direct users to unsecured sites where viruses and other malware
are unleashed. Entire corporate networks can be compromised by opening just one email
or a single web page.

Maintaining continuity of service is crucial for all businesses. Organizations that cannot
stop threats from entering the network are critically vulnerable to network downtime and
loss of data or business information.

Tenecom’s Managed Service for Anti-Spam

To effectively combat rising messaging threats and comply with the increasing demands
of corporate regulations, companies are seeking the most comprehensive email anti-spam
solution. Tenecom’s managed service for SPAM, offers a predictable cost structure and
creates a limited need for internal resources for ongoing management and support.

Tenecom’s managed anti-spam service, works by filtering email before it reaches the
corporate network and requires no hardware or software on at the client premises.
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Multi-layered Security

The more layers of defense one has, the stronger and more comprehensive the protection
is. MessagelLabs offers a multi-layered solution designed to combat both known and
unknown spam to deliver a fast, reliable and superior service with guaranteed spam
capture rates of at least 95% and false positives of 1 in 250,000.

MessageLabs continues to deploy innovative techniques at the perimeter of its
infrastructure as part of the ongoing battle against unwanted email from spammers, virus
writers and other malware authors. To identify unknown and new spam, MessageLabs
uses its patented Skeptic technology that incorporates thousands of heuristics rules,
Bayesian learning, smart signatures, fuzzy fingerprinting and dynamic header analysis.
Skeptic learns from each message it sees and provides near-perfect accuracy to virtually
eliminate false positives.

TES and Messagel.abs Anti-Spam v4 - Benefits

® Mitigate the risks associated with known and unknown email threats to your
business

® Maximize the productivity and predictability of the corporate email infrastructure

e Safeguard information assets from targeted email attacks, protecting against loss
of information via email-based identity theft

® Protect the company brand from being compromised by malicious, targeted, or
indiscriminate third-party campaigns

¢ Enjoy ‘always on’ protection from both responsive and predictive layers of third-
party and proprietary technologies

e Secure peace of mind with a proven solution

e  Works with POP3 or SMTP email

TES and Messagel.abs Anti-Spam v4 — Cost
¢ Licensing must be purchased in 10 packs and is $3 per month per user
¢ One time system setup fee of $80 from MessageLabs
e Tenecom’s installation services — Approx $575
e Tenecom’s annual maintenance program - $255

TES and Messagel.abs Anti-Spam v4 — Will we ever get SPAM again?
e Tenecom’s experience with MessageLabs is a 98% success rate on blocking
SPAM and false positives
® No system will ever be successful 100% of the time
e Please view or document on Frequently Asked Questions (FAQ Document)
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